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Abstract—With the increasing use of Internet-based em-
bedded devices, multi-embedded systems appear in the form
of distributed architectures, forming a large-scale intelligent
system. However, this trend inevitably connects the infor-
mation and infrastructure of a large number of embedded
systems to the Internet, so that the data security threats
faced by many. In this article, by discussing the requirements
for node user access control on embedded devices, the
inherent properties of distributed multi-embedded system
environment requires support for multi-authority attribute-
based encryption (ABE) to achieve access control for each
node. Therefore, a secure node access control solution is
raised for data transmission in the IoT environment. This
solution is a hidden user access control solution. It sustains
multi-authority ABE and is highly scalable. In addition, we
certificated that the proposed solution provides greater func-
tional characteristics while its performance is comparable to
or better than existing cloud computing solutions.

Keywords-distributed architecture; attribute encryption;
multiple embedded systems; privacy protection

I. INTRODUCTION

The Internet of Things has many devices, which can
exchange information directly or indirectly through the
public Internet[1]. By 2025, the number of IoT devices is
estimated to reach 7 billion. In the future, IoT devices will
become more intelligent, and eventually they can work
normally without any manual intervention here[3].

In most cases, these IoT smart devices exist as embed-
ded systems, and these embedded systems are independent
of each other and cannot share resources, making it
difficult to complete computing tasks through collabora-
tion. However, in a distributed computing environment,
embedded devices can meet the needs of users through
collaborative work. Therefore, with the development of
distributed computing,the collaboration between multiple
embedded systems in a distributed architecture will be-
come an important research direction of embedded tech-
nology, and the concept of multi-embedded systems has
been proposed.

The promise of connectivity in multi-embedded systems
drives the growth of IoT device applications, which in
turn exposes related security and privacy challenges. In
a distributed architecture, in order to ensure the integrity
of private data transmitted through certain unsecured net-
works, a secure and effective solution needs to be offered
in the embedded system environment.[6]
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Ciphertext policy attribute-based encryption (CP-ABE)
is a fine-grained data encryption method that is used in
distributed computing. It solves fine-grained access control
and large-scale users in complex information systems The
problem of dynamic expansion provides an ideal access
control scheme for an open network environment.

Attribute-Based Encryption (ABE) is a new public key
encryption mechanism put forward by Sahai et al.[2]
in 2005, which implements one-to-many encryption of
public-key cryptosystems. To express more flexible ac-
cess control strategy, Bethencourt et al.[10] proposed
encryption based on ciphertext policy strategy (CP-ABE),
in which the access strategy can be defined during the
encryption process. In terms of specifying who can de-
crypt the encrypted text in the encryption step itself, CP-
ABE has more uses. In the key strategy attribute-based
encryption mechanism, the pravite key is interrelated to
the access structure, and the ciphertext is interrelated
to the attribute set. In the ciphertext policy attribute-
based encryption mechanism, the key is interrelated to
the attribute set, and the ciphertext is interrelated to the
access structure[4]. In the ciphertext policy attribute-based
encryption mechanism, the encryptor uses the access struc-
ture and public key to encrypt the message. The decryptor
obtains the decryption key from a trusted authorized party
in advance according to its own attribute set. If the
properties’ attributes of the decryptor do not satisfy the
access structure embedded in the ciphertext, the decrypter
cannot decrypt the ciphertext.

For a multi-embedded system environment, the number
of attributes in the attribute set of each device may be
very large, and the size of the key is restricted by the flash
space in the node chip. Therefore, if the size of the key and
ciphertext is too large, the access control scheme cannot
be used in an embedded system environment. Therefore,
these values must be minimized.

Most of the ABE scheme mainly stores the ciphertext in
the big data platform or cloud environment, but the multi-
embedded system has the characteristics of miniaturization
and distribution. This paper proposes a communication
encryption solution between multiple embedded systems
based on attribute encryption. There are three main con-
tributions:

1) The CP-ABE solution is applied to multiple embed-
ded systems with a distributed architecture for the first



Table 1 Symbol description

Parameter | Meaning
GP Global system parameters
GID Unique identification of each node
A Safety factor
U System property collection
PK System public key
SKy System master key
S User’s attribute set
SKg User’s attribute private key
A Access structure
M Access matrix
k Secret shared private key
f Secret share
m Plaintext
CcT Ciphertext
M M
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Figure 1. Access tree

time to improve the security of communication in multiple
embedded systems;

2) Realize the anti-collusion of the solution by directly
embedding the recognition mark into the user’s private key
structure;

3) Use the access tree and access matrix to embed the
access structure in the ciphertext, increase the flexibility
of the system, and enhance the ability of encryption and
decryption.

II. PRELIMINARY KNOWLEDGE
A. Parameters
The symbols involved in this article are shown in Table
1.
B. DBDH assumption

Randomly choose a,b,c,u, P € Zjtuple X
(P,aP,bP, cP,abcP) and tuple Y = (P,aP,bP, cP, uP),
does not exist A probabilistic algorithm makes X and Y
indistinguishable in polynomial time with non-negligible
advantage.

C. Access structure

Suppose the two-dimensional matrix U
{U1,Us,...,U,} represent a given attribute set,
{1,2,...,n} are the labels in the attribute set U,
and the user’s attribute set table is S = {51, Ss, ..., S, },
the access structure is A = {A1,As,...,A,}, where
A; C U;.For Vi € [1,n], there is S; C A;, which says
that the user’s attribute set satisfies the access structure.

In this paper, multi-value AND gates are used to
represent the access structure, and the access structure
is transformed into an access tree. Non-leaf nodes use
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”M” and ”U” to represent thresholds, leaf nodes represent
attributes, and all leaf nodes under each non-leaf node
Form an attribute, where each leaf node under ”N”
constitutes an attribute, and all leaf nodes under “U”
constitute an attribute, and the identity of the user is
represented by a specific set of attributes.

An access tree[5] shown in Figure 1 represents the
access structure A = [{v1},{v2,v4},{v3},{v5,v6,v7}],
attribute set S {v1,v2,v3,v5} or attribute set
S = {vl,v4,v3,v6} all meet the access structure A.

The improved CP-ABE algorithm in this paper adopts
the monotone span program[?] to complete the conversion
of the access structure to the access matrix. During the
conversion process, for the system attributes and their
access structure A = [{vl},{v2,v4}, {v3}, {v5,v6,v7}],
first the plan formats N as “2”, format ”U” as 1", and
then expand the attribute elements in order from left to
right.

Suppose (a”’M”’b) is formatted as (a, b, 2), which means
that two of the attributes a and b must be satisfied;
(c’U”d) is formatted as (c, d, 1), which means that it
must be satisfied in d or c. Then A is formatted as
A= ((v1, (v2,v4,1),2), (v3, (v5,0v6,v7,1),2),2)

The detailed process of converting the access structure
A into the access matrix M is shown in Table 2.

In the light of the linear secret sharing solution[7],
for a attribute set S = {vl,v2,v3,v5} satisfying the
access structure A, a set of vectors w can be found, so
f=> wM=(1,0,0,0).

III. MODEL DEFINITION

A. System model

There are four main participants in the ciphertext at-
tribute encryption scheme in this paper: a trusted central
authorization center CA, an attribute authorization center
AA, Encrypter, and Decryptor. The model is shown in
Figure 2 below.

CA is responsible for establishing and initializing the
system, and at the same time defining global system
parameters to ensure the credibility of CA; AA is respon-
sible for initialization of attribute authorization, generating
system public key PK, system master key SKy and
user private key SKg; The access structure needs to be
satisfied, and the plaintext is encrypted at the same time.



Table 2 Matrix transformation
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access structures Wy and W; to be challenged. B selects Lo 4 e
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the security factor ”\” and runs the initialization algorithm a
to obtain the system public key PK and the system master i L g
key SKy. B keeps the SKy and sends PK to A. UL O
In the second step, A accesses attribute set S to B, SCM6
but S must not satisfy both W, and W; provided by
the adversary before B can run the private key generation
algorithm and send the private key SKg to A. Adversary Figure 3. Multi-embedded system with distributed architecture

A can make polynomial degree queries.

In the third step, A formulates two plain text messages
My and M;, B randomly selects b’(b’€0,1) and encrypts
M;, with Wy B runs the encryption algorithm and returns
the ciphertext to A.

In the fourth step, repeat the second and third steps, but
the inquiry initiated by adversary A must be limited to
attribute set .S does not meet Wy and W;.

In the fifth step, adversary A outputs the guess b’(€0,1)
for b. If b’=b, the adversary wins, otherwise A fails.

In the challenge game, opponent A’s victory advantage
ise=|Pr[p =b— 3|

Definition If the opponent’s victory advantage is negli-
gible in polynomial time, this paper’s scheme is safe.

IV. SCHEME CONSTRUCTION
A. Distributed architecture of multi-embedded systems

A multi-embedded system is composed of N embedded
systems. In a multi-embedded system environment, having
complex multi-task goals can be accomplished by schedul-
ing between tasks in a distributed system. For example,
as shown in Figure 3 below, a distributed architecture
is constructed for 8 single-chip microcomputers(SCM)
through the Internet, and data analysis and calculation are
realized through cooperation.

From a physical level, a multi-embedded system can be
considered as a collection of multiple embedded systems.
Each embedded system performs a specific function. The
collection of all functions is to complete a complex task,
so the security of communication between individuals
appears especially important.
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B. Encryption algorithm description

The CP-ABE algorithm is mainly composed of six
parts: system initialization, attribute authorization initial-
ization, attribute private key generation, encryption, de-
cryption, and ciphertext policy generation, as follows:

1)CA_Setup(A\,U) — GP. The node system initializa-
tion algorithm,it outputs global parameter GP by inputting
the safety parameter A and the system attribute set U as the
input parameter of each algorithm, and each user has own
globally unparalleled identifier GID and a set of attribute
sets.

2)AA_Setup(GP) — (PK,SKy). The attribute au-
thorization is initialized, and the algorithm outputs the sys-
tem public and private key pair (PK, SKy ) by inputting
the global parameter GP of the system.

Suppose G be the cyclic group of order q, g be the
generator of G, and bilinear map e: G x G — Gr.
Randomly choose «, 8 € Z,, the set of elements in G
is T = {z1,x2,...,2,}, then the output system key pair
(PK,SKy) is

PK ={g,e(g,9)*,9°.T}
SKU :ga

3)KeyGen (GP,SKy,S) — SKg. The attribute pri-
vate key generation algorithm outputs the user’s attribute
private key S K by inputting the system global parameter
GP, the system private key SKy, and the user attribute
set S.

Enter the system private key SKy = ¢ and the user



attribute set S = {51, Sa, ..., S },where Vi € S, select the
random parameter r € Z, and output the user’s attribute
private key SKg as

SKs={g*""",q" ]}

4)Encrypt (GP,m, M) — CT. The encryption algo-
rithm outputs the ciphertext C'T" by inputting the system
global parameters GG P, plaintext m and access matrix M.

In the encryption process, M is the access matrix. k is
the secret shared key, t1, ¢, ..., t,, are random values, and
the random vector v = (k, ta, s, ..., t,,) generates cipher-
text information (Cy, C1). let f = v M represent the secret
shared key share, and randomly select s1, 52, ..., 5, € Z)
to add additional information (C;, D;) iel1n] in the cipher-
text as an access control strategy. Finally, the ciphertext
CT form is {Co, 017 (Ci7 Dz‘)v‘,e[l,n]}~

Where Cy = me (g, 9)*" and Cy = g, then CT is

CT = {me(ga g)akv gkv (027 Di)ie[l,n]}

In order to realize the generation of the access control
strategy, after the encryption is completed, the attribute
encryption algorithm encrypts k according to the security
encryption algorithm DES, which is used as the secret
shared encryption information En(k).

5)AccGen(GP, En(k), M). The access control strategy
generation algorithm outputs the access control strategy
ciphertext (Cj, D;);c[1,,) by inputting the system global
parameters G'P, the secret shared encryption information
En(k) and access matrix M.

According to the above, C; = gﬁfx;s",Di =g°,1 €
[1,n].

6)Decrypt(GP,GID,CT,SKg) — m. The decryp-
tion algorithm inputs the system global parameters G P,
ciphertext C'T, and the private key SKg of the user
attribute set S. If the decryptor’s attribute set S meets
the access policy, the plaintext m is output, otherwise the
decryption fails.

The target vector is (1,0, ..., 0). According to the mono-
tone span program, if the user attributes satisfy the access
matrix M, a set of vectors w can be found such that
>wM = (1,0,...,0). Y wf => woM =v) wM =
k. Then the decryption calculation formula is

e(gh,9°+) _ e(g,9)"e(g,9)*""
[Te(g. g)m!

[T(e(g? ;" )e(g™, 27))))*

=e(9,9)

ak

Finally, the plaintext is m = P(QCW

V. SAFETY AND PERFORMANCE ANALYSIS

A. Safety analysis

Based on the difficulty of discrete logarithm, this paper
uses GID to solve the collusion attacks against multiple
attribute authorization centers and direct attacks from
different users.

According to the security model of 3.2 above, the
following proves that the proposed solution satisfies the
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indistinguishability of ciphertext under the DBDH as-
sumption.

First step, opponent A submits to challenger B the
access structures Wy and W; to be challenged. B selects
the safety factor A and moves the initialization algorithm
CAgetup to obtain the global parameter GP and hand
over towards the adversary. The challenger generates
the corresponding system public key PK and system
master key SKy by executing the AAgetup algorithm.
Challenger B keeps the SKy and sends PK to A. B
random selects a random value p € {0, 1}, which conceals
opponent A.

Second step, opponent A selects a group of user GI.D
and user attribute set .S, and submits (S, GID) multiple
times to the challenger for key access, where each attribute
in S does not satisfy access to Wy and W7, and comes
from reliable attribute authorization center. The KeyGen
algorithm is executed, and the user’s private key SKg is
generated and sent to opponent A.

Third step, opponent A formulates two plain text mes-
sages My and M; to B. B randomly selects a value
b(b € {0,1}), carries out the encryption algorithm, and
encrypts M; with W, to generate a challenge ciphertext
CT, and finally sent C'T" to opponent A.

Fourth step, Repeat the second step and third step to
continue the private key inquiry.

Conjecture: Opponent A makes a guess b’ (b’ € {0,1}).
If & # b, output p/ = 1, adversary A cannot obtain any
information about b, so Pr[b’ # blu = 1] = % naturally
Prit) =blpu=1] = 1 If ¥’ = b, output 1/ = 0, opponent
A gets the ciphertext of M;. The advantage of the previ-
ously defined adversary is €, so Pr[t/ # bju = 0] = 1 +¢,
and naturally Pr[b/ = b|p = 0] = 1+¢. Finally, its overall
advantage is

1 1
ZPrly = by = Py = bl =1
5 rlb’ = blp=0]+ 5 r[t) = blu = 1] 5

1 1 1 1 1 e

3G Fatsx3-573

The above proves that when the opponent solves the
advantage of the DBDH problem in polynomial time ¢/2,

the result is negligible, so this scheme is safe.

B. Performance analysis

In this chapter, we conducted a comparative study on the
functional aspects of the ABE scheme, and calculate and
communicate the access control scheme. The functional
characteristics of the proposed scheme and other related
access control will be compared.

This experiment runs in the RT-Thread operating system
and is implemented in C language. It is configured as
multiple STM32F103 microcontrollers with a distributed
architecture to form a system. Table 3 summarizes some
important ABE solutions related to functional character-
istics, most of which are based on cloud computing. We
observed that the solution proposed in this article is quite
general in embedded systems. In terms of the limitations
of this solution, it is not planned to sustain outsourcing of
computing burden, such as PHOABE[12] and FLAC[11].



Table 3 Comparison of multiple schemes

KP or CP  Type of access structure  Private key size  Decryption cost I o
[3] KP LSSS O(tn) Oo(t)
[6] KP Tree O(n) o(1) v
[11] CP Tree O(n) O(n) v
[12] CP LSSS O(t) O(n) v v v
[13] CP Tree O(n) Oo(t)
[14] CP AND O(n) Oo() v v
Ours CP LSSS O(n) O(t) v v

Note: I: With hidden access scheme; II: Whether to support multi-attribute authority; III: Whether to sustain computing outsourcing; n: the number
of attributes in U, t: the number of attributes defined for user; LSSS: Linear secret sharing scheme.

It is interesting that, as drew in the first chapter, we
constructed the solution to have sufficiently low compu-
tational overhead, so it does not require any supported
cloud infrastructure equipment. In this article, we focus
on the ciphertext scalability and low-cost communication
cost above the expressiveness of the solution, but ignore
the portability, but the goal of this solution is to solve the
non-portability in the following research.

VI. CONCLUSION

In the article, we discuss the importance of the ac-
cess control mechanism to the distributed architecture
of multiple embedded systems, describe the distributed
nature of multiple embedded devices and provide a model,
and finally propose a highly scalable and suitable for
distributed A multi-attribute CP-ABE-based control so-
Iution for access between embedded devices with an
integrated architecture.We conducted a security analysis
for the proposed solution, and also conducted a related
comparative study on the access control solution in the
distributed architecture and other existing solutions. It is
very important to note that, compared with other solutions,
the proposed solution requires less resource-constrained
smart devices with lower computing costs and significantly
less communication overhead.

Overall, compared with other solutions, this solution
makes a better balance between safety and functional
characteristics, as well as communication and computing
overhead. Therefore, this solution is suitable for practical
applications in multiple embedded system environments.

Regarding the next research scope in this aspect of this
article, the basic ABE scheme can be further studied in a
variety of distributed embedded environments.
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