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Abstract—In recent years, with the popularization of mobile
intelligent terminals, location-based services (LBS) have been
widely used. When users enjoy the convenience of LBS, they also
face with the risk of leakage of location privacy. Therefore, it is
very important to provide effective privacy protection during
service application. The previous methods of location privacy
protection lack consideration of background information such as
road network information and location semantics, which leads to
the weakness of anonymity. For this reason, a semantic-based
customizable location privacy protection scheme is presented in
this paper. According to the road network environment, this
scheme introduces the regional popularity and combines with the
user-defined sensitivity to calculate the privacy of adjacent
segments, then so as to obtain the anonymous candidate road
segments efficiently until the anonymous requirements are
satisfied. Experimental results show that anonymous set
construction is efficient and the proposed scheme can effectively
reduce the influence of relevant background knowledge on
anonymity.

Keywords—Location Semantics; Privacy-preservation; Road
Network; Popularity
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With the rapid development of mobile devices, applications
based on Location Based Services (LBS) have become more and
more widespread 2], In order to get services from LBS provider,
the user have to share its personal location information, however,
the services provider is not completely trusted in the most of
scenario. Also, the location information can be stolen by the
attackers, then more personal information, such as identity,
behavior, and habits [*], maybe leaked by the mining methods.
Therefore, the personal information should be protected during
the process of interacting with the service provider.

The primary methods, such as & -anonymous algorithm, are
usually designed in Euclidean space ™7 The ideal of & -
anonymous algorithm ! is to construct an anonymous set
containing k& users, instead of the real location of the service
requester, making the attacker hard to distinguish the objection
from the set. However, with background knowledge possessed
by the attacker, the security of the k -anonymous algorithm is
compromised. Road network information is a kind of common
knowledge to the publics, thus, it is necessary to design the
privacy-preserving algorithm under road network environment.
The knowledge of road network includes road information, also
semantic information of hot locations on the road, such as
shopping mall, hospital, and so on, which is related to users’
privacy. Besides, the sensitivity is hierarchy, for instance, the
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semantic like hospital is more sensitive than shopping mall to
the user.

Most of the current location privacy protection strategies are
based on the Euclidean space, and the research based on the road
network environment is not sufficient . Chow [ proposed a
location-based privacy protection approach to the road network,
which fuzzified the user's location into several adjacent road
segments and considered the query cost and the query quality in
constructing anonymous set. In 2006, Machanvajjhala A et al ['"]
proposed the concept of " L -diversity." In 2009, Ting Wang et
al [121 applied " L -diversity" to the network environment and
proposed the concept of "road segment diversity". In order to
raise the difficulty of inferring attacks in the road network
environment, they considered that the anonymous set must
satisfy the & -anonymity andthe L road segments at the same
time. Literature [13] aimed at the nonuniform distribution of
users under the road network and the possible inference attacks,
a location privacy protection algorithm for road network
restriction is designed. By sorting the edge right of the road
network and combining the geographical location distribution of
the road, the construction of the hidden edge set is carried out to
reduce the risk of inferring the attack by the nonuniform edge
weight. However, none of these methods consider the influence
of the semantic information of the location on the generated
anonymous area in the road network environment.

Based on the research results above-mentioned, a privacy
protection method based on location semantics in road network
environment is proposed in this paper. On the premise of & -
anonymity and L -diversity, the semantic information of the
location is considered as an important evaluation factor to
measure the privacy of anonymous space, and the user can
customize the privacy requirements, which improves the
efficiency and success rate of the construction of anonymous
space.

II.

The location privacy protection method proposed in this
paper aims to discuss the influence of the semantic information
on location privacy protection and protect the semantic based
location privacy protection under the road network environment.
The definition of location semantic information involved in this
paper is given as follow.

PRELIMINARIES

A. The central server architecture

This paper is based on the central server architecture 4]
(Figure 1). A trusted third party (anonymous server) exists in the
client and the location server. Users send their own location,
inquiry content, and privacy requirements to anonymous servers.



The anonymous server sends the user’s location after anonymity
to the LBS server. The location server queries the candidate
result and returns it to the anonymous server, the anonymous
server analyzes the query candidate set, and returns the
screening valid results to the requester. The anonymous server
mentioned in this article needs to store the current map
information as well as the road information (including the
semantic information on the road network location), also, the
moving users’ information on the road need to be updated timely.
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Fig. 1. The System Architecture

B. Popularity and sensitivity

The paper discusses the influence of location semantics on
location privacy protection. Based on the definition of location
semantic information in literature [15], the influence of location
semantics that are in the anonymous set is measured by
popularity and sensitivity in constructing anonymous set, that
makes the location semantics of the final anonymous set have
minimum influence on location privacy. The definition of
semantic information involved is given below.

In this paper, the road network is denoted as an undirected
connectivity diagram G =(V,E), E={e,e,,,e,} denotes
the road segments in the road network, each road segment
Seg, (sid,s,t) e E is an edge in the road network, with sid is
the road segment number, s and ¢ denote the starting and the
end point of the road segment. ¥ ={p,, p,,---, p,} denotes the
intersection of the road segment. Anonymous set RS is
comprised of  multiple adjacent road  segments
Segs = {seg,,seg,, --,seg,} and multiple mobile users
Users = {user, ,user,,---,user, } on the road segments, in which
the number of road segments Segs and mobile users Users
should satisfy the personalized privacy demand of users.

Definition 1 Location. pos(lid,sid,x,y,tp,) denotes the
location in the road network, with /id is the number of the
location, sid is the number of the road where the location is
located, (x,y) is the coordinate of the location, and #p, is the
type of the location. The type of location is divided into »
types in total, and TP ={ip,tp,,---,tp,} is the set of n
location types.

Definition 2 Location popularity. It is used to describe the
popularity of a location type in the current road network. The
popularity pop,, corresponding to the location of the type is

_ Numip,

= 1
NumTP &

pop,,
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With NumTP is the total number that the anonymous
server system calculates of all types of locations 7P in the
current network, Numip, denotes the total number of each type

of location fp, € TP . The set POP = { pop,, > POpP,, »***» Pop,, }

indicates the popularity of all location.

Definition 3 Location sensitivity. It is used to describe the
popularity of a location type in the current road network. For
each user, corresponding to the same type of location sensitivity
is different, the user according to their own circumstances, for

each location type tp, € TP set a sensitivity sen,, , used to
indicate the type of location for the wuser. The set
SEN, = {sentpl ,sen,, ,---,sen,pn} is the set of sensitivity of all

location types relative to user u .

Based on definition 2 and definition 3, the popularity and the
sensitivity of the region can be defined as follow:

Definition 4 Regional popularity. The popularity POF,,
of an area reg,

_ z\TP\ |pos.p=1p)|

POP, )
=! NumPos (reg)

e pop,, (2)

Definition 5 Regional sensitivity. The sensitivity SEN,,,

of an area reg,

_ Z‘Tp‘ |p0S.tp = tp1| se

SEN )
=! NumPos (reg)

reg

&)

w

|TP| in Formulas (2) and (3) is the total number of types of
positions contained in the region reg; and NumPos(reg) is
the number of positions contained in the region reg .

Definition 6 Relative anonymous. The relative anonymity
RA,; ofanonymousset RS isused to indicate the anonymity

of the algorithm through the ratio of the number of mobile users
RSUN after the anonymous algorithm is executed to the
number of users PR, UN in the privacy requirements of the

user's location.

_ RSUN

= 4
PR, .UN @

RS

In the case of anonymous success, relative anonymity value
greater than or equal to 1. As the relative anonymity is higher
and higher, anonymous effect is better.

C. Regional privacy definition

In the above, regional popularity and regional sensitivity are
defined, and in the process of constructing the anonymous set,
the regional privacy is defined to consider both of these two
factors in the construction of the anonymous set. The privacy
PRM,,, ofanarea reg is jointly determined by the regional

popularity and the regional sensitivity, and its value is



POP?‘E
PRM,, = —%
" SEN,,

&)

That is to say that when the popularity of a region reg is

higher and the sensitivity is lower, the privacy of the region is
higher, which means that the semantic information of the
location in the region has the least influence on the privacy of
the user. When constructing anonymous set, road segments and
mobile users are selected to add to the anonymous set and should
ensure that the added set makes the regional privacy of the
current anonymous set is largest.

D. Personalized privacy requirement

The method of constructing anonymous set in this paper is
to allow user to customize personalized privacy requirements.
When submitting a query request, user can customize the
privacy requirements by submitting the lowest number of the
users and the road segments. When constructing anonymous set,
the number of the users and the road segments in anonymous set
must satisfy user's privacy requirements at the same time, then,
the anonymity can be considered as successful.

(1) The anonymous set contains the lowest number of mobile
users (RS.UN). It is required that at least RSUN —1 mobile

users that can’t be distinguished from the current query user in
this anonymous set RS . The method is mainly derived from the
classical algorithm £ -anonymity algorithm in location privacy
protection.

(2) Anonymous set contains the lowest number of road

segments (RS.SN) .

segments can’t be less than the user-set value RS.SN in the
anonymous set RS . When constructing the anonymous set, if
the anonymous set contains too few sections, for example, if the
constructed anonymous set contains only one road segment, then
even if the number of users in the anonymous set satisfies & -
anonymity, the attacker can easily determine the current user's
road segment, greatly reducing attacking difficulty.

Definition 7 User personalized privacy requirement. For a

It requires that the number of road

user u that makes a query, his privacy requirements are
expressed in PR, (RSUN,,RS.SN,,SEN,) In which,
RSUN, denotes the user-defined lowest number of

anonymous mobile users; RS.SN, denotes the user-defined
lowest number of anonymous road segments; and SEN, is the
user-defined sensitivity of a group of different location types.

III. SEMANTIC-BASED CUSTOMIZABLE LOCATION PRIVACY

PROTECTION SCHEME

The method proposed in this paper defines and constructs an
anonymous set based on the premise that an attacker has the
following background knowledge: (1) the attacker owns the
information of the current road network, road segments and the
semantic information of the road segments; (2) the attacker has
the location information of the mobile users in the current road
network, but does not know each mobile user's identity; (3) the
attacker can get the number of mobile users on the current road
segment; (4) the attacker does not have the background
knowledge of mobile users in the current road network. In
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addition, this article assumes that third-party servers,
anonymous servers, is trustworthy to users and will not be
compromised by attackers.

A. Construct anonymous set

The anonymous set construction algorithm proposed in this
paper consists of two algorithms. It solves the problems of
determining which road segments are optional and how to select
an optimal set of road segments to be added to the current
anonymous set. The algorithm 1 solves the problem of how to
select an optimal road segment set to add to the current
anonymous set. The main ideals are: a set of road segments is
selected from the set of candidate road segments each time (a set
of road segments is a set of all the road segments that the vertex
points at the same point) and is added to the current anonymous
set. According to the location sensitivity SEN, of the user's

privacy requirements, calculate the regional privacy of the
anonymous set after each set of road segments is added, and
select the set of road segments that makes the regional privacy
of the current anonymous set is maximum as the optimal road
segments set to add to the current anonymous set.

The algorithm 2 solves the problems of determining which
road segments sets are optional and how to meet user's privacy
requirements. The main ideals are: take the road segment of the
current user as an initial anonymous set, the road segments set
adjacent to the current anonymous set is set as candidate road
segments. A set of optimal road segments is selected from the
set of candidate road segments to add to the current anonymous
set, and determine whether the number of mobile users and road
segments in the current anonymous set meet the user's privacy
requirements, if satisfied, the current anonymous set is taken as
the final anonymous set, if not satisfied, the set of adjacent road
segments of the current anonymous set is calculated again as
candidate road segments set, and the algorithm 1 is halted until
meet the user's privacy requirements. The steps of the algorithm
1 and the algorithm 2 are as follows.

Algorithm 1 is the optimal road segment set selection
algorithm. The input parameters of the algorithm are the current
anonymous set CRS, the set of candidate segments that is the
set of adjacent segments SEGS and the set of sensitivity
SENS that defined by user, the returned result is the set of
optimal road segments BESTSEGS . The concrete steps are as
follows:

(1) Initialize the input parameters;

(2) Add each of the candidate road segment sets to the
current anonymous set.

(3) Calculate the regional popularity, regional sensitivity and
regional privacy of the anonymous set after adding the set of
road segments, and take the road segment with the largest degree
of regional privacy as the current set of optimal road segments,
that is, the location semantic information of the added road
segments has the least influence on the anonymity effect;

(4) Return to the optimal set of road segments.

The Bseudo-code of the algorithm is as follows:

Algorithm 1 Optimal road segment set selection algorithm (OPTSEGS)

Input: the current anonymous set CRS , the candidate set of road
segments SEGS , the sensitivity set SENS .

Output: the optimal road segment set BESTSEGS .

(1) BESTSEGS=J; MAX=0;




2
3)
“)
©)

foreach Segs in SEGS
assign Segs to e;
PR=POF,

CRSUF) 3
SR = SEN(

Crsle) 3

PR

6 MR="";
(6) R

(7) MAX records the current maximum value of MR , and the
corresponding e assigned to BESTSEGS ;

(8) end for
(9) return BESTSEGS

Algorithm 2 is an anonymous set construction algorithm
based on location semantics. The algorithm's input parameters
include user U , user's query request Q , and privacy

requirements PR, for customization. The custom privacy

requirements include the lowest number of mobile users
PR, UN and road segments PR, SN contained in the

anonymous set, and the given sensitivity PR .SEN, of each

location type relative to himself. The concrete steps are as
follows:

(1) Initialize the input parameters;

(2) Add the current user's road segment to the current
anonymous set;

(3) Determine whether the current anonymous set meets the
user privacy requirements, if the requirements are satisfied, the
loop is ended; if the requirements are not satisfied, the loop
continues;

(4) Calculate the set of adjacent road segments of the current
anonymous set;

(5) Execute algorithm OPTSEGS, add the result to the
current anonymous set and execute algorithm step 3;

(6) Return to the anonymous set.

The Bseudo—code of the algorithm is as follows:

Algorithm 2 Anonymous Set Construction Algorithm Based on
Location Semantics (Enhance-LSBASC)

Input: User U , the user's query request Q , user-defined privacy

requirements PR,

Output: Anonymous set RS

(1) RS=9;

(2) The user where the road assignment to BestEdge ;
3
“
(5
(6)
O
®)
©
(10)

Next, take User as an example to illustrate the above process.
For convenience of analysis, only 6 road segments are shown

Put BestEdge into anonymous set RS ;

while NumUser(RS)< PR,UN or NumSeg(RS)< PR, SN
R = FindEdges (RS) ;
BestEdge = OPTSEGS (RS, R, PR, .SEN,)) ;
Put BestEdge into anonymous set RS ;
R=0;

end while
return RS

here, as shown in Figure 2. A pair of values (Seg,,num) are

used to indicate the number of road segments and the number of
mobile users on the road segments. The location of the User in
the figure is identified by the arrow. Set up

TP ={ip,,tp,.tp,,ip,} , which, p, ishospital, tp, isbar, 1p,
is shopping mall, #p, isschool. Setup pop,, =0.3, pop,, =0,
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pop,, =04 ,  pop, =03 The user-defined privacy
requirements are PR, (RS.UN,,RS.SN,,SEN,) , which,
RSUN,=50 , RSSN,=3 , SEN,={0.50302,0}

According to the algorithm steps, we first add the Seg, of User
in the anonymous set RS , because NumUser(RS)=10 and

NumSeg(RS )=1 do not meet the privacy requirements,
continue to perform the algorithm steps. The set of
{Segz,Segs} and {Seg4} that adjacent to Seg, are added to

the set R , PRM, =1.737 and PRM =1.133

(RSU{Seg, .Segs }) (RSU{Seg,})
are calculated respectively according to the regional privacy
metrics. {Seg,,Seg;} is added to the anonymous set RS

according to the calculation results. At this point,
NumUser(RS) =60, NumSeg(RS)=3, to satisfy the privacy
requirements,  the  algorithm ends and  returns

RS ={Seg,,Seg,,Seg,} as an anonymous set of User.

(Segl,BO)

(Seg,.15) L

JAN
(Seg,.20)

<> school @ bar

A hospital

AN shopping mall

Fig. 2. The example

IV. EXPERIMENT AND ANALYSIS

The environment of the experiment is Intel (R) Core i5-
6300HQ CPU @ 2.30GHz; 8GB RAM; operating system is
Microsoft Windows 10 Professional; and the algorithm is
written in Java based on Eclipse environment.

A. Experimental data sets and parameter settings

The experimental data contents two parts. The first part is the
highway network data in Oldenburg, Germany !, including
6105 roads and 7035 road vertices. The second part is 10000
uniform distribution mobile users obtained from Brinkhoff
based network mobile object generator ['7), by introducing the
highway network of Germany Oldenburg city into Brinkhoff
generator, the mobile users are distributed on the road segments,
and a specific semantic information definition is labeled on the
attribute of location type in location data generated by Brinkhoff
generator, including 4 kinds of location semantics (hospital, bar,
shopping mall and school).

The parameters in the experiment include the number of
mobile users, the user-defined privacy requirements
(PR,UN,PR,SN,PR, SEN,) , the maximum number of

experimental cycles PR, .Cycle the number of locations,

and the number of users that send out service request. The
experiment randomly selects 1000 mobile users who request

max



service to simulate experiments. In real life, the number of
privacy-required users and road segments cannot be increased
without limit, so set a default value and a range of evaluation in
the experiment. Considering the time complexity and quality of
service, the maximum cycle number of the algorithm is set in the
experiment. All experimental parameters in the experiment set
as shown in Table 1.

TABLE L. PARAMETER SETTINGS
Parameter Defaults Evaluation
range
the number of mobile 10000
users
PR, UN 25 15~35
PR,.SN 6 3~15
PR, Cycle,,, 20
PR, .SEN, user custom
the number of 10000
locations
the number of users 1000
that request service

B. Analysis of experimental results

The experiment compares and evaluates the proposed
Anonymous Construction Algorithm (Enhance-LSBASC) with
the Anonymous Construction Algorithm (LSBASC) proposed in
literature [15] from the aspects of anonymity success rate,
average anonymous execution time and relative anonymous.

(1) Anonymous success rate. Figure 3 and Figure 4 show the
comparison of the anonymous success rate between the
algorithm Enhance-LSBASC and algorithm LSBASC in
different privacy requirements, the number of mobile users and
road segments. From the experimental results in Figure 3, it can
be seen that when the number of privacy-required users is within
the range of the default value (25), the anonymous success rates
of the algorithm Enhance-LSBASC and the algorithm LSBASC
are basically the same, because the number of privacy-required
users is within the default range, the maximum tolerated road
segments set in LSBASC and the maximum number of cycles
set in Enhance-LSBASC of the algorithm will not reach the
upper limit, so the anonymous success rates of the algorithm
Enhance-LSBASC and the algorithm LSBASC are basically the
same; when the number of privacy-required users is larger than
the default value, because algorithm LSBASC chooses the best
one to join the anonymous set when selecting the optimal road
segment, when the number of added road segments reaches the
set upper limit of the road segment tolerance, that is, the
maximum number of cycles of the optimal road segment
selection algorithm , the number of anonymous mobile users
can’t meet the privacy needs, resulting in anonymous failure.
The algorithm Enhance-LSBASC selects the optimal road
segment set to join the current anonymous set each time, and
each time the number of road segments added to the anonymous
set and the number of mobile users is more than that of the
algorithm LSBASC, so the algorithm Enhance-LSBASC has
higher anonymity success rate than the algorithm LSBASC
when the number of privacy-required users is increasing. It can
be seen from Figure 4, since the algorithm Enhance-LSBASC
selects the optimal road segment set to join the current
anonymous set each time and the algorithm LSBASC selects a
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single optimal road segment to join the current anonymous set
each time, the LSBASC algorithm has a high success rate. When
the number of privacy-required users remains unchanged, the
success rate of anonymity will not change as long as the number
of road segments is within the number of cycles tolerated.

—+— Enhance-LSBASC LSBASC
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Fig. 3. Anonymous success rate under the different number of privacy-
required users
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Fig. 4. Anonymous success rate under the different number of privacy-
required road segments

(2) Average anonymous execution time. Figure 5 and Figure
6 show the comparison between the algorithm Enhance-
LSBASC and the algorithm LSBASC for the average
anonymous execution time of the number of the mobile users
and road segments with different privacy requirements. From
the experimental results of Figure 5, it can be seen that the
average anonymous time of the algorithm Enhance-LSBASC is
less than the algorithm LSBASC, and with the increase of the
number of privacy-required users, the average anonymous
execution time is getting bigger and bigger. This is because as
the number of privacy-required users increases, the number of
adjacent road segments in the set of candidate road segments
increases more and more. When the algorithm selects the
optimal road segment, the number of cyclic comparison
increases. The algorithm LSBASC selects the optimal road
segment each time to join the current anonymous set, and the
algorithm Enhance-LSBASC selects the optimal road segment
each time. When the final road segment is selected, the number
of cyclic comparison is less than the algorithm LSBASC.
Therefore, the average execution time of algorithm Enhance-
LSBASC is smaller than that of algorithm LSBASC. From the
experimental results of Figure 6, when privacy requires a certain
number of users, the average anonymous time of the algorithm
Enhance-LSBASC is better than the algorithm LSBASC with
the increasing number of privacy-required road segments, and
the average anonymity time is invariable. The main reason is that



10000 mobile users are evenly distributed on the road when the
number of privacy-required users is fixed, so in order to satisfy
the number of privacy-required users, the number of road
segments in the anonymous set must reach a certain number.
Therefore, the average anonymous time tends to constant.

—+— Enhance-LSBASC LSBASC

v 15

Swn

ok

& 2 10

é =

<3 > -

=

22 0

2E 15 20 25 30 35
A

< THE NUMBER OF PRIVACY-REQUIRED USERS

Fig. 5. Average anonymous execution time under the different number of
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Fig. 6. Average anonymous execution time under the different number of
privacy-required road segments

(3) Relative anonymous. Figure 7 shows the relative
anonymity of the algorithm Enhance-LSBASC and the
algorithm LSBASC for different numbers of privacy-required
users. The results show that the relative anonymity of algorithm
Enhance-LSBASC is higher than that of algorithm LSBASC,
but with the increasing number of privacy-required users, the
relative anonymity of algorithm Enhance-LSBASC and
algorithm LSBASC will eventually tends to be gentle. The
relative anonymity of the algorithm Enhance-LSBASC is higher
than that of the algorithm LSBASC mainly because the
algorithm Enhance-LSBASC selects the optimal road segment
set to join the anonymous set each time, and the algorithm
LSBASC selects the optimal road segment to join the
anonymous set each time. So, the algorithm Enhance-LSBASC
has more users than the algorithm LSBASC in the anonymous
set. The relative anonymity of the algorithm Enhance-LSBASC
shows a decreasing trend because the optimal set of road
segments selected by the Enhance-LSBASC algorithm is added
to the anonymous set. This leads to the occurrence that
constructs the same anonymous set by two adjacent privacy-
required users, and with the increasing number of privacy-
required users, the occurrence of anonymous failures will be
more and more, and in this case, the relative anonymity is less
than 1, so the relative anonymity will decrease with the
increasing number of privacy-required users, the final relative
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anonymity of the algorithm Enhance-LSBASC and algorithm
LSBASC will tend to be gentle, because when the number of
privacy-required users is too high, the optimal choice of
algorithm will reach a loop limit, the anonymous success rate
will tend to be gentle, making the relative anonymity tends to a
stable value.
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V. CONCLUSION

A semantic-based customizable location privacy protection
scheme is proposed in this paper, which allows users to
customize the level of privacy protection. Considering the
semantic-related background knowledge will cause privacy
leaks, the concepts of regional popularity, regional sensitivity
and regional privacy are introduced in the process of
constructing anonymous set, which can effectively resist the
semantic based attack. The simulation experiments show that the
proposed method performs better than the existing method on
efficiency.
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